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Abstract: Wireless Sensor Networks (WSNs) have emerged as a promising technology for health monitoring in various
domains, including medical, environmental, and industrial applications. This paper presents a comprehensive study on
the design framework, analysis, and modeling of WSNs for health monitoring systems. The primary objective of this
research is to develop a robust and efficient framework for the real-time monitoring and management of health-related
data.

The paper first provides a thorough background on WSNSs, highlighting their significance in modern monitoring systems.
It discusses the limitations of existing health monitoring solutions and presents the rationale for proposing a novel
framework.

The design framework outlined in this paper encompasses both hardware and software components, emphasizing the
selection of appropriate sensors, communication protocols, data aggregation techniques, and power management
strategies. The paper also addresses the specific requirements of health monitoring in diverse applications, considering
factors like sensor placement and data management.

To evaluate the proposed framework's performance, the paper introduces mathematical models and simulations, which
assess the system's energy consumption, latency, and reliability. Additionally, it presents the outcomes of real-world
case studies and experiments that validate the effectiveness of the framework.

Results and discussions within the paper emphasize the comparative advantages of the proposed framework over
existing systems and highlight the potential implications for health monitoring applications. The paper concludes with
a summary of its key findings, contributions to the field, and suggestions for future research directions.

This research provides a valuable reference for researchers, practitioners, and engineers working in the field of health
monitoring and WSNSs, offering insights into the design and analysis of efficient systems that can enhance health-
related data collection and management.

1. INTRODUCTION

The Wireless Sensor Network (WSN) is rapidly emerging as a key enabling technology for many different kinds of
uses. The implementation of ubiquitous health monitoring in both homecare and hospital settings has been made
easier by recent developments in WSN. Modern developments in wireless communication, power-efficient integrated
circuits, and sensors have made it possible to create small, light, inexpensive, intelligent physiological sensor nodes.
One or more vital indicators can be sensed, processed, and sent by these nodes. They can also be utilized for health
monitoring in wireless body sensor networks (WBSNs) and wireless personal area networks (WPANS). In order to
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provide adaptable, dependable, secure, real-time, and power-efficient WBSNs appropriate for healthcare
applications, numerous studies have been conducted or are now underway. As a new effective technology in health
monitoring systems, IEEE 802.15.4/ZigBee, a communication standard for low-power wireless communication, is
designed to effectively regulate and monitor a patient's state as well as to lower the cost of power and maintenance.

2. LITERATURE SURVEY

Gouse Baig Mohammad, S. Shitharth [1] presented the 10T remote healthcare monitoring system that provides the
patient’s conditions through Web browser. For simulation purposes, they used Contiki OS with 6LoWPAN protocol
stack, and Cooja, the built-in Contiki simulator. CoAP was selected as application level protocol for remote data
access and representation. Security techniques for intelligent healthcare monitoring systems were introduced by S.
Anitha, P. Jayanthi, and V. Chandrasekaran [2]. These techniques effectively detect replication attacks and safeguard
the system. The possible real-time implementation of the suggested techniques, which include Fingerprint-based Zero
Knowledge Authentication (FZKA), Secured Ant Colony Optimization (SACOP), and Exponential Moving Average
based Replica Detection (EMABRD). When comparing the three algorithms, SACOP outperforms EMABRD and
FZKA in terms of malicious node detection probability, but at the cost of higher storage and communication overheads.
In terms of detection probability, FZKA outperforms EMABRD, but at the expense of higher overheads. Therefore,
EMABRD performed better in terms of overheads than SACOP did in terms of detection probability among the three
algorithms. In addition to the attacks previously mentioned, Zeeshan Ali a, Anwar Ghani et al. [3] pointed out that Liu-
Chung's scheme was vulnerable to user impersonation attacks and leaks of users' private keys towards sensors.
Challa et al.'s scheme is also beset by errors, broadcasting issues, a lack of authentication between sensor nodes
and the Trusted Authority (TA), replay attacks, Denial of Service (DoS) attacks, forgery attacks, and communication
delays brought on by the TA's involvement. In this paper, an improved scheme was proposed to mitigate the
weaknesses of the Liu-Chang and Challah et al. schemes using elliptic curve cryptography and bilinear paring. The
proposed scheme's security was proven by the formal security analysis conducted using BAN logic and the simulation
tool AVISPA. Additionally, the thorough informal security analysis confirms that our scheme was secure from known
attacks. Wireless Body Area Network was utilized in healthcare applications by Mozhgan Mohammadi Nezhad [4] to
gather data from patients who were being monitored remotely. These networks need to be resilient to sensor failures
because they are used in medical applications. This implies that it needs to distinguish between false alarms from
misbehaving sensors and emergency alarms from patients. To more accurately alert people to emergency situations,
they put forth a method for detecting faulty measurements. The suggested method was predicated on linear
regression, threshold biasing, and decision trees. Their goal was to identify both single and multiple flaws to minimize
needless medical intervention. A real healthcare dataset was used to test the suggested methodology. The suggested
strategy is effective in obtaining a high Detection Rate and a low False Positive Rate, as shown by the experimental
results. This algorithm is more trustworthy for use in medical emergencies because it can identify both single and
multiple anomalies. A novel method was put forth by N. Saleh et al. [5] to address the issues brought on by finite
energy sources. employing a quaternary transceiver (instead of a binary one) in the sensor node's architecture, which
will use the modulator/demodulator and amplitude/phase units to increase the amount of bits transmitted per symbol.
Because there are more bits transmitted per symbol, the system will use less energy during the transmission phase.
Additionally, it was suggested to use a neural network static random access memory (NN-SRAM) in a clustering-
based system for wireless sensor networks with energy constraints. Throughout the data distribution process, the
plan lowers the overall energy consumption for transmission and storage. It was demonstrated through simulation
results using the Matlab and Spice software tools that the implementation of a neural network static random access
memory in a clustering based system reduces the system's overall energy consumption by approximately 76.99%.

Mangharam, et al. [6] from Carnegie Mellon University created a sensor network-based coal mine rescue equipment.
This system makes use of voice streaming over WSN. The investigation focuses on a TDMA-based network
scheduling to fulfill audio timing specifications. For data transfer and hardware-based global time synchronization, the
designed hardware features a dual radio architecture. This system has a minimal network size and is intended for
coal mine rescue. To transmit sound, it makes use of an SD card and a codec chip for extra memory. It is large,
expensive for a sensor node, and consumes a lot of power. Malan, et al. [7] investigated WSN for various medical
uses. WSN is used as an emergency message delivery system in hospitals, emergency medical care, and disaster
areas. Using MICA motes, CodeBlue monitors and records blood oxygen levels and cardiac data from a large number

of patients using pulse oximetry and electrocardiogram (ECG) sensors. A vital sign monitoring system with life
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emergency event detection using WSN was introduced by Lee et al. [8]. Patients' vital signs, such as their ECG and
body temperature, are wirelessly sent to a base station that is linked to a PDA or server. A ZigBee-based wireless
health monitoring system for smart homes was introduced by Dagtas et al. [9]. They created a rudimentary processing
platform that enables the detection of fatal failure and heart rate. Currently, they are utilizing ZigBee radio modules
and in-home ECG probes to construct a prototype of the suggested system. A device access control mechanism was
described by Juyng and Lee [10]. They suggested a ZigBee-based health monitoring system that would transmit
physiological health data in a dependable manner. Physiological signal devices of the wrist, chest belt, shoulder, and
necklace types were developed by them. They use a ribbon-type temperature sensor, a SpO2 sensor, two PDMS
(polydimethylsiloxane) electrodes for ECG, and a CC2430 microcontroller as the central component. Their W-PSD
wrist-type physiological signal device measures 60 x 65 x 15 mm, and its total system weight, including a single
lithium-polymer battery, is 160 g. Retransmissions also offer a dependable means of data transmission. They identify
the network device's power issue. Its power source is a small battery. It can work for 6 hours without replacement or
recharging. It is small, light weight, and easy to bring, but its life time from small battery should be improved. A
prototype portable system for measuring body temperature, ECG, and phonocardiography (PCG) was proposed by
Chien and Tai [11]. They create a three-wired lead ECG and insert a capacitor-style microphone into the stethoscope's
tube for PCG. A microcontroller, PDA, and Bluetooth transceiver and receiver modules are used to create a wireless
connection between a sensing module and PDA. As a system for monitoring health, this one has certain shortcomings.
Firstly, anytime a user wishes to measure health conditions, they should turn on the PDA. As a result, this system is
not automated, event-driven, or programmable. Secondly, this system has a memory unit, numerous large external
circuits, and wired leads for the ECG. Due to its large size and weight, it is not suited for use as a wearable device
and is therefore challenging to transport. Third, they consume a lot of power due to their complexity and abundance
of external devices. Therefore, from the perspective of wireless health monitoring, it has limitations. Microsoft unveiled
HealthGear, a wearable system for tracking health in real time by Oliver and Msngas [12]. Its multiple physiological
sensors are used to track and evaluate the plethysmographic signal, heart rate, and blood oxygen level (SpO2). A
cardiac monitoring system called Human++ was created by Gyselinckx et al. [13] for multi-parameter ambulatory
health monitoring, including electrocardiography (ECG), electroencephalography (EEG), and electromyography
(EMG). Three body area network-connected sensor nodes and a base station make up this system. They use an
MSP430F149 microcontroller with a 12-bit ADC to sample the biosignal at 1024 Hz. Data is gathered from each
sensor node by the base station and sent to a PC or PDA via a USB interface. This system uses two AA batteries to
operate on its own for three months. Brown, et al. [14] enhanced the system which is compact, light-weight, and low-
power WPMS platform is designed for continuous, ambulatory autonomic response monitoring in practical
applications. An MSP 430 MCU, a Nordic nRF24L01 2.4 GHz radio, a 50 Ohm antenna, and a 165 mAh lithium-ion
battery power the Human++ UniNode. A node's dimensions, including the battery, are 20X29X9 mm3. They use a
static TDMA protocol and have a star network topology. They have developed wristbands and chest belts as wearable
medical sensors. One Human++ UniNode is linked to the ECG and respiration sensors (20X22X4 mm3), which are
integrated into a chest belt. On the other hand, a second Human++ UniNode is linked to the skin conductance and
skin temperature sensors (20X25X5 mm3), which are integrated into a wrist band. With full active operation, the wrist
node draws 4 mA and the chest node draws 2.6 mA, for a battery life of approximately 41 hours and 63 hours,
respectively. A wearable ECG device for continuous monitoring was presented by Fensli et al. [15]. The common
PDA, which is a hand-held device, receives the amplified ECG signal from a wearable gadget. The 500 Hz sampling
frequency used by the sensor to detect ECG signals is converted to digital data with a resolution of 10 bits. Following
digitization, the signal uses a modulated RF link operating at 869.700 MHz to transmit continuously to a handheld
device. The application of this system has been concentrated on emergency scenarios. We presented WPMS-based
patient monitoring in Monton et al. [16]. This BSN is made up of two different kinds of modules and uses star network
technology. To detect health signals, a tiny device (34x48mm2) known as a sensor communication module (SCM) is
connected to one or more sensors. SCMs use ZigBee to send signals to a personal data processing unit (PDPU), a
central processing unit measuring 73x110x25 mm3. The PDPU is intended to establish connections with local external
systems via either 1) UWB for individual devices, like PDAs or PCs, 2) Wi-Fi for LAN connections, or 3) GPRS for
WAN connections. Milankovic et al. [17] proposed a single-hop WSN topology. Each sensor for health monitoring is
directly connected to an individual PDA, which provides the connectivity to a central server. They mainly focus on the
synchronization and energy efficiency issues on the single-hop communication network between network devices
and PDA.
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3. PROPOSED METHODOLOGY

Figure 1 shows a PAN coordinator starting a non-beacon-enabled network. A coordinator with one PAN ID connects
network devices desiring access to the PAN through broadcasting. An association process starts with an active or
passive scan. This scan process allows a device to locate those coordinators transmitting a beacon frame within a
PAN area. Note that the beacon request command is not required for a passive scan process. The end device issues
an active scan. The active scan selects one channel and transmits a BeaconRequest command to the broadcast
address (OxFFFF) and broadcast PAN ID (OxFFFF). Then an end device listens to that channel for beacon from any
coordinator. Once the defined time expires on that channel, the end device scans another channel and transmits the
BeaconRequest command again. This active scan process continues until all channels have been scanned. After the
scan is complete, the MAC sends a MAC_MLME_SCAN_CNF with the PAN information received during the scan.
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Beacon Reguest
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Figure 1. Modified association network flow for priority data transmission.

The higher layer of a device checks the PAN descriptors and selects a coordinator. After choosing the coordinator, a
node sends an Association request frame to the coordinator. Then the coordinator sends to the currently connected
node the information that depends on the network address generated by the network protocol. At this step, the
coordinator arranges and gives the short address to the currently connected node. From these processes, the PAN
coordinator can recognize how many devices are associated with it.
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Also, during the communication process between a coordinator and nodes, the former can recognize the latter by
several communication packet parameters. It can detect the address parameter of each device by
MLME_ASSOCIATE and MCPS_DATA process parameter values. Because a coordinator can know how many
nodes join itself, it can estimate the network status. In our proposed scenario, if some nodes request the beacon to
join the PAN, the coordinator sends the beacon frame with network status on the frame using the Frame Control Field
(FCF) as shown in Figure 2.

Octets:2 1 o2 il vz Qg o/s/aH0H4 variable 02
Deshnation —_— Tource
o Destination o Source Auxilia
Frame: Sequence Identifizr kgt Identifier Address ary Frame
Control Mumbar Security Payload FCs
Addressing fields Header
\ Tee— MAC
\ —— MHR Payload WFR
.__\I el .
3 - .
%'—t; 3 4 g & 78 10-14 1243 1445
Frame Security Frame Ack, PLN ID [::’:;n Frame 5"“'"’:’"
Type Enabled | Pending | Request | Compressicn B M:.m,, % | Version M;ud, 8

T

Access Control for Prisrity

Figure 2. Frame Control Field (FCF).

MAC header’s (MHR) Frame Control is 2 bytes long and contains information defining the frame type, addressing
field, and other control flags. The reserved field has 3 bits, i.e., bits 7 to 9. The algorithm proposed in this work uses
the reserved field to show variable network status. After a node receives a beacon frame from a coordinator about
network status, it can decide to reset its BE value to avoid collision; or to associate to that coordinator or scan other
available coordinators.

To decide the status of a coordinator, a device checks the reserved field in FCF. These bits predefined by a
coordinator indicate the current status. A device sets Bm accordingly. By setting it differently for network traffic, it can
reduce the transmission delay and data packet collision. Note that the IEEE 802.15.4 standard does not consider
different network status and set Bm to be 3 for all network devices. Figure 3. shows the proposed algorithm for priority
packet transmission. It presents two parts of the algorithm. The first part is about realignment parameters (Bm, BM,
and m) based on the network status.

Before a device is associated with a coordinator, it can recognize the network status, i.e., the number of devices in a
same PAN, by checking the 3-bit reserved field at FCF in a beacon frame from the coordinator. From Table 1, the
network status information to the 3-bit reserved field at FCF in beacon, i.e., 0x001 as N <5, 0x010 as 5 <N < 10, and
0x011 as 10 < N is applied.

Table 1. Reserved Fields in FCF

Command Frame Nodes in PAN
0x001 N<35
0x010 5 N<10
0x011 0= N

If the current network has a relatively large size, i.e., N > 10, or many network devices are already in the PAN, a
device would stop associating itself to that coordinator but look for another. If the number of already joined devices is
more than 5, but less than 10, a device sets the MAC parameters as default value. If it is less than 5, the device sets
adaptive MAC parameters.
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